Wilson Primary School
E-Safety
The growth of different electronic media in everyday life and an ever developing variety of
devices including PC’s, laptops, tablets, mobile phones, webcams etc place an additional risk on
our children.
Internet chat rooms, discussion forums, social networks or any other social media can all be
used as a means of contacting children and young people with a view to grooming them for
inappropriate or abusive relationships or to bully them. The anonymity of the internet allows
adults, often pretending to be children, to have conversations with children and in some cases
arrange to meet them.
Access to abusive images is not a ‘victimless’ act as it has already involved the abuse of children.
The internet has become a significant tool in the distribution of indecent photographs of
children and should be a concern to all those working with pupils at this school.
Pupils can engage in or be a target of bullying using a range of methods including text and
instant messaging to reach their target. Mobile phones can also be used to capture violent
assaults or the humiliation of other children for circulation.
The best protection is to make pupils aware of the dangers through curriculum teaching
particularly within PSHE and sex education.
The aims of this policy are to:

• set out the key principles expected of all members of the school community at Wilson
Primary School with respect to the use of ICT-based technologies.
• safeguard and protect the children and staff of Wilson Primary School.
• assist school staff working with children to work safely and responsibly with the
internet and other communication technologies and to monitor their own standards and
practice.
• set clear expectations of behaviour and/or codes of practice relevant to responsible use
of the internet for educational, personal or recreational use.
• have clear structures to deal with online abuse such as cyberbullying which are cross
referenced with other school policies.
• ensure that all members of the school community are aware that unlawful or unsafe
behaviour is unacceptable and that, where appropriate, disciplinary or legal action will be
taken.
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The main areas of risk for our school community can be summarised as follows:
Content
• exposure to inappropriate content, including online pornography, ignoring age ratings in
games (exposure to violence associated with often racist language), substance abuse
• lifestyle websites, for example pro-anorexia/self-harm/suicide sites
• hate sites including ‘Radicalisation’ materials.
• content validation: how to check authenticity and accuracy of online content
Contact
• grooming
• cyber-bullying in all forms
• identity theft, hacking and sharing passwords
Conduct
• privacy issues, including disclosure of personal information
• digital footprint and online reputation
• health and well-being (amount of time spent online (internet or gaming))
• sexting (sending and receiving of personally intimate images) also referred to as SGII
(self-generated indecent images)
• copyright (little care or consideration for intellectual property and ownership – such as
music and film)

Pupil e-Safety curriculum
This school has a clear, progressive e-safety education programme as part of the Computing
curriculum / PSHE curriculum. It is built on LA / LGfL e-Safeguarding and e-literacy framework for
EYFS to Y6/ national guidance. This covers a range of skills and behaviours appropriate to their
age and experience, including:
•
•
•
•
•
•

to STOP and THINK before they CLICK
to develop a range of strategies to evaluate and verify information before accepting its
accuracy;
to be aware that the author of a web site / page may have a particular bias or purpose
and to develop skills to recognise what that may be;
to know how to narrow down or refine a search;
[for older pupils] to understand how search engines work and to understand that this
affects the results they see at the top of the listings;
to understand acceptable behaviour when using an online environment / email, i.e. be
polite, no bad or abusive language or other inappropriate behaviour; keeping personal
information private;
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•
•
•

•
•
•
•
•
•

•
•
•

•
•

•

to understand how photographs can be manipulated and how web content can attract
the wrong sort of attention;
to understand why on-line ‘friends’ may not be who they say they are and to
understand why they should be careful in online environments;
to understand why they should not post or share detailed accounts of their personal
lives, contact information, daily routines, location, photographs and videos and to know
how to ensure they have turned-on privacy settings;
to understand why they must not post pictures or videos of others without their
permission;
to know not to download any files – such as music files - without permission;
to have strategies for dealing with receipt of inappropriate materials;
[for older pupils] to understand why and how some people will ‘groom’ young people
for sexual reasons;
To understand the impact of cyberbullying, sexting and trolling and know how to seek
help if they are affected by any form of online bullying.
To know how to report any abuse including cyberbullying; and how to seek help if they
experience problems when using the internet and related technologies, i.e. parent,
teacher or trusted staff member, or an organisation such as Childline or the CLICK CEOP
button.
To know how to report any abuse of the internet including materials that may be used
for purposes of radicalisation
Plans internet use carefully to ensure that it is age-appropriate and supports the
learning objectives for specific curriculum areas.
Will remind students about their responsibilities through an end-user Acceptable Use
Policy which every student will sign/will be displayed throughout the school/will be
displayed when a student logs on to the school network.
Ensures staff will model safe and responsible behaviour in their own use of technology
during lessons.
Ensures that when copying materials from the web, staff and pupils understand issues
around plagiarism; how to check copyright and also know that they must respect and
acknowledge copyright / intellectual property rights;
Ensures that staff and pupils understand the issues around aspects of the commercial
use of the Internet, as age appropriate. This may include, risks in pop-ups; buying online; on-line gaming / gambling;

The school will take all reasonable precautions to ensure e-Safety. However, owing to the
international scale and linked nature of Internet content, the availability of mobile technologies
and speed of change, it is not possible to guarantee that unsuitable material will never appear
on a school computer or mobile device. Neither the school nor the Local Authority can accept
liability for material accessed, or any consequences of Internet access.
The police will be involved if there is any criminal element to misuse of the internet, phones or
any other form of electronic media.
All staff agree and sign a Staff Code of Conduct for ICT

Oct 2015

Oct 2015

